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This paper contains two printed pages and three parts.
Instruction: Simple calculator to be allowed

PART A

Answer all the questions






 (2*5=10)
1. Define cyber space. Mention any two advantages.
2. Compute Ceaser Cipher for plain text = computer and key =3.

3. What is the difference between substitution and transposition cipher.

4. What is packet analysis.

5. Summarize the use of packet filtering in Firewall?

PART B
Answer any five of the following questions



 (4*5=20)

6. What is Cyber Terrorism? As a responsible citizen mention any three ways to eradicate

Cyber Terrorism.

7. Compare and Contrast between Vulnerability, Risk and Threat.

8. Generate the public key and private key for the prime numbers p=3, q=11 using RSA algorithm.
9. Compare and Contrast between IDS and IPS.

10. Write a note on SSL Encryption.

11. Explain the requirements and key features of SET protocol.
12. Illustrate in detail about  DNS poisoning.
PART C
Answer any three of the following questions


 (10*3=30)

13. a) Explain data encryption standard with a neat diagram.       
b) Mention any three sections of Indian penal code according to ITACT 2000
14.   Discuss in detail about: 
a) Man in middle attack.
b) Denial of service

15. a) Explain IP Security architecture with a neat diagram.
                                          (7)
b) What is Digital signature? Mention any two applications.


                  (3)

      16. a) Generate Hill Cipher text for the plain text “pay” and key =
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     b) Mention any three best cyber security Practices
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